
 

CyberWarden MailAegis Setup Steps for Microso8 Office 365 customers 
 
Go to h&ps://admin.exchange.microso6.com/#/connectors 
Click on Add a connector 
Select Partner organiza?on then click Next 
In the Name field type CyberWarden MailAegis Inbound 
Op?onally add a descrip?on 
Ensure that the “Turn it on” checkbox is enabled. Click Next 
Select the “By verifying that the IP address of the sending server…” radio bu&on 
Enter the following IP addresses into the text box, clicking the + bu&on a6er entering each one: 

- 109.228.60.118 
- 85.215.201.235 
- 212.227.232.71 

 

 
 
Click Next 
 
  

https://admin.exchange.microsoft.com/#/connectors


 
On the Security Restric?ons page, ensure that only the “Reject email messages if they aren’t 
sent over TLS” checkbox is selected, then click Next 
 

 
 
On the Review Connector page, click the Create connector bu&on, then click Done on the 
following page. 
 
Go to h&ps://security.microso6.com/skiplis?ng  
Click on the Cyber Warden MailAegis Inbound connector 
Select the Automa?cally detect and skip the last IP address radio bu&on 
Select the Apply to en?re organiza?on radio bu&on 
Click Save 

 
 
Wait 10-15 minutes for the changes to propagate throughout the O365 placorm, then send a 
test email from gmail or some other external mail system to your email address to check that 
everything is working. 
  

https://security.microsoft.com/skiplisting


 
In Outlook, view the headers of the received message. You should see no SPF fail or so6 fail 
messages. 
 
See an example of a so6 fail below: 

 
 
This is the result of the skiplis?ng configura?on – No SPF fail. 

 
 


